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INTRODUCTION

Suffolk New College is committed to a policy of protecting the rights and privacy of individuals
including students, staff and other individuals in contact with the College, in accordance with the
General Data Protection Regulation (GDPR) May 2018.

The new regulatory environment demands higher transparency and accountability in how
colleges manage and use personal data. It also accords new and stronger rights for individuals
to understand and control that use.

The GDPR contains provisions that the College must adhere to as a Data Controller, including
provisions intended to enhance the protection of an individual’'s personal data. For example the
GDPR requires that we must ensure that College Privacy Notices are written in a clear, plain
way that students, staff, and other individuals will understand.

Suffolk New College needs to process certain information about individuals with whom it has a
relationship with for various purposes including



Link (Staff intranet) : https://livesuffolkac.sharepoint.com/sites/Intranet/SitePages/Information-
Management.aspx

Link (Staff intranet) : https://livesuffolkac.sharepoint.com/sites/Intranet/SitePages/Data-
Protection-Overview.aspx
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The Clerk to Corporation for Corporation Members

The Funding & Performance Manager for student records and systems

The Director of Safeguarding & Student Support for student support and library services
The Director of IT Services for general IT security and compliance issues

The Head of Estates & Facility Management for physical security, building access control
and monitoring systems.

The Designhated Data Controller will endeavor to ensure that all personal data is processed in
compliance with this Policy and the Principles of the GDPR 2018. The Freedom of Information
Act 2000 and the Protection of Freedoms Act 2012 are also relevant to parts of this policy.

Processing - means obtaining, recording or holding the information or carrying out an operation
on the information.

Recipient - any person or party to whom the data is disclosed, including another staff member
other than the Data Controller.

Source -


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
http://www.legislation.gov.uk/uksi/2005/1437/contents/made
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf

1.4

The College will review updates and amendments to these regulations and codes of practice as
they relate to the GDPR.

RESPONSIBILITIES

The College will be the ‘Data Controller’ under the terms of the legislation. This means the
College is ultimately responsible for controlling the use and processing of the personal data.
The College also has a nominated governor who oversees this Policy and an Annual Report is
shared with the Audit & Risk Committee, including details of any personal data breaches which
have been reported.

The Executive Team and Business Support Management Team are responsible for day-to-day
data protection matters (with a central point of contact/coordination role provided by the
College’s Designated Data Controller), and will be responsible for ensuring that all members of
staff and relevant individuals abide by this policy, and for developing and encouraging good
information handling practice within the College.

The Head of Estates & Facility Management is responsible for ensuring that the College’s ICO
Data Protection registration is up-to-date. The College’s data registration number is Z7412859.
Details of the College’s registration can be found on the Office of the Information
Commissioner’s website.

Link: https://ico.orqg.uk/ESDWebPages/Entry/Z7412859

Compliance with the legislation is the personal responsibility of all members of the College who
may process personal information.

Individuals who provide personal data to the College are responsible for ensuring that the
information is accurate and up-to-date.

If an individual believes that the College has not complied with this Policy or acted otherwise,
then in accordance with the GDPR, they should utilise the College Grievance Procedure (if a
staff member) or Complaints Procedure (if a student, parent, guardian or member of the public).
They may also raise the issue with the Designated Data Controller.

STAFF OBLIGATIONS

Ensuring


https://ico.org.uk/ESDWebPages/Entry/Z7412859

details of personal circumstances), they must comply with the guidelines for staff, as detailed on
the staff intranet.

Link (Staff intranet): https:/livesuffolkac.sharepoint.com/sites/Intranet/SitePages/Information-
Resources.aspx

STUDENT OBLIGATIONS

Student obligations are similar in that they must ensure that the personal data they provide to
the College is accurate and up-to-date. They must inform the College of changes to their
personal data, or if there are errors
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2.5

personal data to ensure that it is accurate, and each individual should notify the College if, for
example, a change in circumstances means that the data needs to be updated. It is the
responsibility of the College to ensure that any notification regarding the change is noted, and
take reasonable steps to make corrections where possible.

To only keep personal data for as long as is necessary.



2.7

The College will only process personal data in accordance with individuals’ rights, whilst taking
into account the limits of these rights and/or additional emphasis placed on these rights in the
GDPR in certain scenarios.

To put appropriate technical and organisational measures in place against unauthorised
or unlawful processing of personal data, and against accidental loss or destruction of
data.

All members of staff are responsible for ensuring that any personal data which they hold is kept
securely and not disclosed to any unauthorised third parties.

The College will ensure that all personal data is accessible only to those who have a valid
reason for using it.
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4.1

When putting in place new systems and services, the College will not transfer data to such
territories without first conducting a Data Privacy Impact Assessment (DPIA) which will include
seeking alternative solutions to keep that data within the EEA.

Under limited circumstances, such as using personal information for marketing purposes on the
College’s website, transfers of personal information may occur if the access attempt to the
College website is made outside of the EEA. In this specific scenario, personal information used
for marketing purposes will be processed only with the consent of the individual.
STATUS OF THE POLICY
It is a condition of employment that staff will abide by the rules and policies made by the College
from time to time. Any failure to follow the policy can therefore result in disciplinary
proceedings.
Any member of staff who considers that the policy has not been followed in respect of personal
data about themselves should raise the matter with the Designated Data Controller for staff
initially. If the matter is not resolved it should be raised as a formal grievance.
PERSONAL INFORMATION PRIVACY NOTICES
All individuals have the right to know about their personal data and how it will be used.
Any documentation which gathers personal and/or special categories of personal data should
contain a web link to the College’s Data Privacy Notices, or at least a copy or summary of the
relevant notice ensuring that the following information is provided:

Explanation of who we are

What we will do with their data

Who we will share it with, at least by category/type of organisation

How long we will keep it for

That their data will be treated securely

If applicable, how to opt out of processing in some cases, or how to give consent to the
processing in others

Where they can find a copy of the full notice and who to contact with questions about
privacy issues

A set of Privacy Notices covering the range of individuals and scenarios involved with the
College can be found on the College’s website, including students, staff, individuals recorded for
marketing purposes, and visitors/clients of the College’s commercial services.

Link: www.suffolk.ac.uk/privacy

Additional Notice for Students at Enrolment

The College will include the specified statement from the DfE on the Student Enrolment Form
11


http://www.suffolk.ac.uk/privacy

and update as necessary following the ESFA'’s (Education and Skills Funding Agency) technical
guidance:

How We Use Your Personal Information

This privacy notice is issued by the Education and Skills Funding Agency (ESFA), on behalf of
the Secretary of State for the Department of Education (DfE). It is to inform learners how their
personal information will be used by the DfE, the ESFA (an executive agency of the DfE) and
any successor bodies to these organisations. For the purposes of the Data Protection Act 2008,
the DfE is the data controller for personal data processed by the ESFA. Your personal
information is used by the DfE to exercise its functions and to meet its statutory responsibilities,
including under the Apprenticeships, Skills, Children and Learning Act 2009 and to create and
maintain a unique learner number (ULN) and a personal learning record (PLR).

Your information may be shared with third parties for education, training, employment and well-
being related purposes, including for research. This will only take place where the law allows it
and the sharing is in compliance with the Data Protection Act 2008.

The English European Social Fund (ESF) Managing Authority (or agents acting on its behalf)
may contact you in order for them to carry out research and evaluation to inform the
effectiveness of training.

You can opt out of contact for other purposes by ticking any of the following boxes if you do not
wish to be contacted:

About courses or learning opportunities
For surveys and research

By post

By phone

By email

Further information about use of and access to your personal data, and details of organisations
with whom we regularly share data are available at:

https://www.gov.uk/government/publications/esfa-privacy-notice

CHANGES TO CONSENT AS A BASIS FOR PROCESSING

The College understands consent to mean that the individual has been
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The College will take appropriate technical and organisational steps to ensure the security of

14



8.1

SUBJECT ACCESS REQUESTS (SARSs)

Staff and students and other users of the College have the right to access any personal data
which are being kept about them either on computer or in certain files. Any person who wishes
to exercise this right should complete the College “Subject Access Request” forms for Staff or
Students as appropriate.

A general Subject Access Request form is provided on the College’s website for public use.

Link: www.suffolk.ac.uk/privacy

When making a request, individuals will need to prove their identity and may be asked to
provide additional clarification about the nature and scope of their request before processing
can begin.

If the College finds that a SAR it manifestly unfounded or excessive, or made repetitively, it may
choose to charge for or refuse the request. A charge may also be incurred if additional copies of
data are required. When deemed necessary, the charge will be £10 per request.

The College aims to comply with requests for access to personal information as quickly as
possible, but will ensure that it is provided within 30 calendar days unless there is good reason
for a delay. In such cases, the reason for delay will be explained in writing to the Data Subject
making the request, and any partial information available will be shared.

A record of any subject access requests is kept by the Designated Data Controller.

A copy of the College’s Subject Access Request handling process flowchart is available for the
public on request.

Data Portability

The College also acknowledges the right to Data Portability, which provides that an individual
has the right to obtain a copy personal information that they themselves provided to the College
in electronic format, such that they can transfer their information elsewhere. Subject to the limits
on this right provided by the GDPR, including the scope/nature of personal data this applies to,
and evaluation of the technical feasibility of complying with the request, the College will make
reasonable effort to comply with this right.

EXEMPTIONS

Certain data is exempted from the provisions of the GDPR which includes the following: -
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10.

The above are examples of some of the exemptions under the Act. Any further information on
exemptions should be sought from the Designated Data Controller.

DISCLOSURE OF DATA
Only disclosures which comply with the College’'s procedures, including ensuring up-to-date
Information Sharing Agreements or GDPR-compliant contract clauses are in place, can be
made and therefore staff should exercistJtd@tidn AMEIDHESRE 1@ Hik 8o 62 ha(tiaaBHACE IF@DAB T]1 90e39
another individual or third party.
The College undertakes not to disclose personal data to unauthorised third parties.
Legitimate disclosures may occur in the following instances:
the individual has given their consent to the disclosure
the disclosure is in the legitimate interests of the individual and/or the College

the disclosure is required for the performance of a contract

there is a legal reason for making the disclosure

16



12. EMAIL COMMUNICATION

It is the policy of Suffolk New College to ensure that senders and recipients of email are made
aware under the GDPR, and Freedom of Information legislation, the contents of email may have

17



Therefore, if personal data of any type or form is discovered or accidentally accessed by an
employee of a nature that they are not sure if they are authorised to normally access, line
managers should be informed immediately such that a review and checks on systems,
processes and access permissions can be made, and dependent upon severity of impact, the
College’s formal Breach Procedure can be initiated.

For any breaches which take place externally, please refer immediately to the College’s formal
Breach Procedure, with particular reference to the Breach Flowchart which provides details on
the process to be undertaken. The College has 72 hours to determine the

18


http://www.suffolk.ac.uk/privacy
https://livesuffolkac.sharepoint.com/sites/Intranet/SitePages/Data-Protection-Overview.aspx
https://livesuffolkac.sharepoint.com/sites/Intranet/SitePages/Data-Protection-Overview.aspx
https://livesuffolkac.sharepoint.com/:b:/s/Intranet/EVoHqt1PupJMr5fwMjaR3zUB56Hb71Gi4X7MNP92-rHApQ?e=gqBCHE

Statement of Records
Management and
Retention Schedule
List of Contracts involving
Personal Data Processing
including onsite/Cloud
Systems

Audits of Systems
including Owner, Security
and Access Controls

Legitimate Interest
Assessements

Data Protection Policy

Data Breach Policy and

Freedom of Information
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